WRITTEN MINISTERIAL STATEMENTS – CONTACTPOINT

27th november 2007

written ministerial statement

ContactPoint: Funding and Implementation

The Parliamentary Under-Secretary of State for Children, Schools and Families (Kevin Brennan): I am announcing today levels of funding to local authorities to support the implementation of ContactPoint and providing an update on the implementation timetable.

Some £40 million will be made available to support local implementation until March 2009, made up of the following elements:

£27 million to local authorities in England, from April 2008 to March 2009, to support implementation.

£l million from April 2008 to March 2009 to support national partners' ContactPoint implementation projects.

A further £12 million, from January 2008 made available to lead organisations to support modifications to case management systems. This will enable the main existing systems to provide data to ContactPoint and/or for authorised users to be able to have one-way access to ContactPoint via those systems.

We have also provided indicative funding allocations to local authorities for future years: £27 million in 2009-10 and £15 million in 2010-11. My officials will write to local authorities and national partners today to inform local authorities and other partners about this funding.

ContactPoint is a key element of the “Every Child Matters” programme to transform children's services by supporting more effective prevention and early intervention. Its goal is to improve outcomes and the experience of public services for all children, young people and families. ContactPoint will provide a tool to support better communication among practitioners across education, health, social care and youth offending. It will provide a quick way for those practitioners to find out who else is working with the same child or young person.

ContactPoint will be a simple basic online tool containing:

minimal identifying information for each child; name, address, date of birth, gender, and contact details for parents or carers. Each child will also have a unique identifying number;

contact details for the child's educational setting and GP practice and for other practitioners or services working with them; and

an indication as to whether a service or practitioner holds an assessment under the Common Assessment Framework or whether they are a lead professional for that child.

No case information will be held on ContactPoint.

ContactPoint is being developed with extensive input from a wide range of stakeholders. These include:

delivery partners—local authorities and national partners (for example, voluntary and community sector organisations);

practitioners and managers from across children's services, and bodies that represent them; and

children, young people and parents and carers.
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Over the last few months we have been considering the substantial stakeholder feedback we have received and looked at the implications that the resulting proposed changes could have on the system. It is clear from the considerable work we have done so far that we will need more time than we originally planned to address the changes to ContactPoint which potential system users suggested.

The change to the timetable will mean that deployment of ContactPoint to the ‘Early Adopters' local authorities and national partners will be in September or October 2008. It will be deployed to all other local authorities and national partners in 2009, between January and May, depending on final deployment slots. The additional time available presents a number of opportunities to do more work in the period prior to ContactPoint deployment that will help to realise some benefits earlier. The fundamental design of ContactPoint will not change; the alterations will make sure the system works even more effectively for users and improves the ability of local authority ContactPoint teams to manage user access.

The news on Tuesday 20 November of the loss of large volumes of child benefit data from HMRC has raised questions about the safety of large scale personal data in other Government systems, including ContactPoint. ContactPoint will not contain any financial information (such as bank details) or case information (such as case notes, assessments, medical records, exam results or subjective observations).

On Tuesday 20 November, the Department conducted an assessment of how personal data are stored and protected in the Department. As a result of that assessment, I am confident that we have very robust procedures in place. On Wednesday 21 November, the Prime Minister confirmed this approach when he asked all Departments to check their procedures for the storage and use of data. In light of the security breach at the HMRC, we are continuing to check our procedures to ensure standards are as high as they can be. To this end, on 20 November, the Secretary of State for Children, Schools and Families decided to commission an independent assessment of its security procedures. This will be undertaken by Deloitte. Delaying the implementation of ContactPoint will enable the independent assessment of security procedures to take place as well as address the changes to ContactPoint that potential system users have told us they need.

Delivery partners will receive further information early in the new year. In the meantime, progress will be reported to local project managers regularly through their ContactPoint implementation co-ordinators. They will work with individual authorities and national partners to agree new deployment slots as soon as it is possible to do so.

21st Feb 2008
Written Ministerial Statement

ContactPoint

The Parliamentary Under-Secretary of State for Children, Schools and Families (Kevin Brennan): I am publishing today the findings of the independent review of the security procedures of ContactPoint, conducted by Deloitte, and the Government response. I acknowledge Deloitte's recognition that security is ingrained in the ContactPoint project team's work. The Government accept all the report's recommendations and will address them.

ContactPoint is a key element of the “Every Child Matters” programme to transform children's services by supporting more effective prevention and early intervention. Its goal is to improve outcomes and the experience of public services for all children, young people and families. ContactPoint will provide a tool to support better communication among practitioners across education, health, social care and youth offending. It will provide a quick way for those practitioners to find out who else is working with the same child or young person.

ContactPoint will be a simple basic online tool containing:

minimal identifying information for each child; name, address, date of birth, gender, and contact details for parents or carers. Each child will also have a unique identifying number;

contact details for the child's educational setting and GP practice and for other practitioners or services working with them; and an indication as to whether a service or practitioner holds an assessment under the common assessment framework or whether they are a lead professional for that child.

No case information will be held on ContactPoint.

Security is of paramount importance in the development of the ContactPoint. A number of measures will be in place to ensure security:

Access will be restricted to those who need it as part of their work and will be limited to that needed to fulfil each role.

Everyone with access to ContactPoint, including operators or administrators, will be subject to stringent security checks, including enhanced Criminal Records Bureau clearance and membership of the Independent Safeguarding Authority (ISA) scheme.

At least two-factor authentication will be used to access ContactPoint. Users will need a security token and a password.

All users will be trained in the importance of security and the importance of good security practice.

Every access to a child's record will be detailed in the ContactPoint audit trail. This will be regularly reviewed.

Sanctions will be in place for any misuse. These sanctions can include, if appropriate, prosecutions under the provisions of the Data Protection Act and Computer Misuse Act which may lead to fines or imprisonment.

The design and implementation of ContactPoint will continue to be reviewed by independent security experts during system build and before it is implemented. Security will of course be audited during operation.

These issues will be reflected in the guidance and staff training that will govern the operation of ContactPoint.

On 20 November, the Secretary of State for Children, Schools and Families decided to commission an independent review of ContactPoint's security procedures, and I announced this in a Written Ministerial Statement to Parliament on 27 November. The review was undertaken by Deloitte. The Secretary of State and I received Deloitte's confidential report in early February. I am today publishing the executive summary of this report, which includes Deloitte's recommendations. This statement includes the Government's response to the recommendations. Both this statement and the executive summary will be placed in the Libraries of the House for reference.

The main body of the report necessarily includes information about the security arrangements for ContactPoint. We will not, therefore, publish the full report in order to minimise the kind of security risk our procedures are designed to prevent.

Contactpoint Data Security Review

Government Response

Introduction

The Government welcome the report from Deloitte on the ContactPoint data security review. We acknowledge their recognition that security is ingrained in all aspects of the ContactPoint project team's work. We accept all the report's recommendations and will address them. The first task is to undertake an impact assessment of the detailed recommendations contained in the report. A statement outlining ContactPoint's security policy is available from www.everychildmatters.gov.uk/delivering services/contactpoint/security/. The statement will be updated to reflect changes as a result of ongoing work on security, including addressing the recommendations in this report.

The Report's Recommendations

Clear communication of responsibilities and accountabilities when the governance process is communicated to sponsors and partner organisations
We recognise the need for the Department to communicate clearly to local authorities and partner organisations, who will use ContactPoint, exactly what their responsibilities are and what is required of them. We are developing a comprehensive programme of training, readiness assessments and accreditation checks to ensure these organisations are properly prepared for these responsibilities. The review has identified a number of areas which will be critical to get right as these plans develop. We welcome this advice and will follow it as we finalise our plans.

Technical and procedural controls are subject to formal assurance under a recognised standard
In determining the security policy for ContactPoint, the project followed Government guidance on risk assessment and security controls set out in the manual of protective security. The manual was updated in August 2007. The design of ContactPoint is currently undergoing a re-baselining exercise. Once this is complete, we will fully update the risk assessment against the new criteria and initiate a formal, external assessment to ensure these risks are effectively controlled. The scope of this will include the self-certification and local data quality tool process issues highlighted by the review.

Further controls are introduced over the access to data by central system users such as database administrators and report programmers
The review has correctly identified that we have significant controls in place to ensure the security of the core database, but has identified some areas in which these could be further improved. The ContactPoint project will undertake a rapid impact assessment to determine the most effective approach in our specific context, and will build this into the deployment plan.

Processes are defined for the secure disposal of electronic and hard copy media
Temporary guidance was issued to ensure secure storage and/or disposal of media used for initial load of data into the database. This was effective at the time, and will be reviewed against latest Government-wide best practice to inform standards for production processes. These additional controls will be in place before any data are loaded into the user acceptance test or live systems. The live system will also be designed to minimise, and where possible eliminate, the use of physical media.

Clear guidance about information security matters is provided to all helpdesk staff on the production system
The Deloitte review has highlighted one occasion where helpdesk guidance did not reflect best security practice. Formal helpdesk training has not yet taken place, and training plans will be reviewed to ensure that helpdesk staff are aware of security best practice, including the areas highlighted by the review.

The project board should consider the appropriateness of obtaining formal independent assurance and accreditation of the supporting security operating procedures at connecting organisations before allowing connectivity or sponsorship
The Department is still preparing plans for accreditation of connecting organisations, and will take this recommendation into account as those plans are finalised.

The DCSF participate in Government-wide security initiatives
DCSF is already participating in these initiatives through our chief information officer, especially those focused on data security, privacy and strong user authentication. We will take into account all best practice guidelines arising from this work to keep ContactPoint at the leading edge of security practice.

26th january 2009

written ministerial statement

ContactPoint
The Secretary of State for Children, Schools and Families (Ed Balls): I can confirm to the House that the first steps to activate the Government's online directory of children's services—ContactPoint—will begin today.

ContactPoint, developed in response to a key recommendation of the Laming inquiry into the tragic death of Victoria Climbié, is a directory to support better communication among practitioners across education, health, social care and youth offending in the statutory and voluntary sectors. It will provide a quick way for those practitioners to find out who else is working with 
26 Jan 2009 : Column 3WS
the same child or young person. It is a vital tool to help keep children safe because it is absolutely crucial the right agencies are involved at the right time and get even better at sharing information. And it will also help practitioners to improve outcomes for all children.

Under current child safeguarding arrangements, if a professional believes a child is at risk they may have no immediate way of knowing whether other services are already in contact with that child. The Government believe a fully operational system could save at least 5 million hours of professionals' time, currently wasted trying to track down who else, if anyone, is helping the child.

The first stage of delivery of ContactPoint will enable 19 early adopter organisations—17 local authorities in the north-west of England and two national voluntary sector partners, Barnardo's and KIDS—to train their ContactPoint management teams. It also allows all local authorities to start to shield a small proportion of records on ContactPoint. This additional precautionary measure is appropriate for records of children who are at risk of significant harm. These might include children with particular vulnerable circumstances, such as children from families on witness protection schemes, or where one parent has been the victim of domestic abuse, or in certain cases where the child has been adopted.

These are significant steps on the journey to making ContactPoint fully available. We are taking a steady and incremental approach to implementation, ensuring we evaluate as we progress and adapt our approach if required.

No information on children's cases will be held on ContactPoint and it will not be possible to download content. It is a simple online tool containing:

minimal identifying information for each child in England: name, address, date of birth, gender, and contact details for parents or carers. Each child will also have a unique identifying number;

contact details for the child's educational setting and GP practice and for other practitioners or services working with the child; and

an indication as to whether a service or practitioner holds an assessment under the common assessment framework, or whether they are a lead professional for that child.

Security is of paramount importance. We have put in place comprehensive arrangements to prevent inappropriate access to the information on the system and ongoing security will remain a priority.

ContactPoint is backed by major children's organisations, such as Barnardo's and Action for Children, teachers' unions like NASUWT as well as the Association of Chief Police Officers, the Royal College of General Practitioners and the Children's Inter-agency Group whose members include NSPCC, the LGA and the Royal College of Paediatrics and Child Health.

I will provide an update to Parliament in the spring.

