Written answers and statements (10/11/2009)

Tim LOUGHTON (Con.; East Worthing & Shoreham) –
To ask the Secretary of State for Children, Schools and Families what arrangements are in place to (a) monitor the use of and (b) report on (i) accidents and (ii) security breaches in respect of ContactPoint.

Dawn PRIMAROLO (Minister of State, DCSF; Lab.; Bristol South) –

ContactPoint is designed, built, operated and managed to HM Government standards for security and complies with the strict controls imposed by HM Government security policy. Data contained within the system is made available only to those authorised users and administrators who have been subject to vetting and have completed mandatory training.

Every access to a child's record is detailed in the audit trail and users need to state clear reasons in order to gain access to a child's record. This is regularly reviewed at local and national level to ensure that any misuse of the system is detected and investigated. If unusual activity by users is detected, suspected or reported, the local authority or national partner ContactPoint Management Team must report the incident to the DCSF immediately, suspend the user's account, notify the user's manager and carry out an immediate investigation using local policies and procedures.

The ContactPoint system, and access to it, is constantly monitored. The security of ContactPoint is treated as the highest priority, requiring immediate response and action by the Department, the user organisation and the system supplier. Suspicious network activity is checked and, if the system was believed to be under any form of threat, or if unauthorised access to ContactPoint was detected, the Operations Director would be notified. Depending on the severity of the breach, the service provider may be instructed to prevent access to ContactPoint for all users until the incident is resolved. The appropriate persons in the Department, including the Senior Information Risk Owner, the Permanent Secretary, the Minister and the Information Commissioner will be notified as appropriate. Access to the system would not be restored until my Department had been assured that the source of attack or unauthorised or improper access had been located and all necessary mitigating actions had been taken. In the event of a security breach, a full review would take place and prosecutions would be instigated where appropriate.

